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Abstract

Security solutions for networks typically appear as sin-
gle protocols, or protocols that correspond fo a single layer
of the OSI network reference model (protocol stack). The
result is a wide variety of protocols which provide solutions
to very specific problems and environments.

In this paper, we introduce an architecture for secure net-
works, which is based on layers, in analogy to the OSI pro-
tocol stack. Adoption of a layered approach leads to many
advantages in secure network design: modularity, flexibil-
ity, ease of standardization, etc. We introduce a reference
madel with ¢ layers and argue that it is suitable for conven-
tional network architectures. We present how layers of the
secure network reference model correspond to layers of the
OSI protocol stack, and we demonstrate that use of the lay-
ers leads to securily solutions that resolve several problems
of existing security protocols.

1. Introduction

System and network security is a key technology to
the development and wide deployment of applications and
services in the emerging information society. Security is
critical at various levels: computing systems (servers and
clients), network and applications. Although network secu-
Tity i$ a critical requirement in emerging networks, thereisa
significant lack of methodologies that define easy-to-adopt
rules and steps to build secure networks.

Network design is a well-understaod process, despite the
arguments for and against the various protocols and ap-
proaches. The success and maturity of the network de-
sign process has been achieved with the significant help of
the OS] Reference Model (OSI-RM) for protocols, which
is shown in Figure 1. According to the QSI-RM, network
protocols are organized in seven layers, denoted Ly to Ly,
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Figure 1. The OSl Reference Model

where each layer is characterized by specific finctionality.
The OSI-RM has provided several advantages in network
design: modularity {protocols of different layers can be eas-
ily combined to create stacks), flexibility (it is easy to create
new protocols at al layers, and to replace protocols with al-
ternatives of the same layer, creating new stacks), ease-of-
use, and standardization of protocols; despite standardiza-
tion, which focuses on syntax and mechanisms (fow con-

. trol, error control, etc.), the implementation of protocols is

not standardized, allowing multiple vendors to develop pro-
tocol implementations, leading to efficient systems at low
cost.

In contrast to network design, secure network design is
not a well-understood process. There is no methodology to
manage the complexity of security requirements, the large
number of possible configurations, terminology, etc. The
lack of such methodology originates from a “communica-
tion gap” between developers of security technology and
network develapers. Several symptoms have resulted from
this gap:



1. it is typically difficult to identify the “correct” layer of
the OSI-RM where a client’s (application’s) security
requirements need to be addressed;

2. it is common to make wrong assumptions for the un-
derlying network as, for example, in the case where se-
curity protocols for wired networks are used for wire-
less networks;

3. often, products and technologies give to practitioners
wrong impressions regarding the level of offered secu-
rity (e.g., MPLS and VPN);

4. it is common to use correct protocols and appropriate
algorithms in the wrong way; characteristic example
is the inappropriate coupling of authentication and en-
cryption in secure e-mail, despite the use of appropri-
ate authentication and encryption methods [3].

A characteristic result of the lack of process and method-
ology in secure network design is the development of
IPSec [1]: it has resulted to an extremely large number of
RFCs and other dacumentation, which describes a proto-
col suite that is not only cbscure and difficult to implement,
but with conflicting requirements, as has been recently ar-
gued [5}. :

In our work, we argue that adoption of a reference model,
similar in philosophy to the OSI-RM, leads to a design pro-
cess for secure networks, which is easy to follow and re-
solves many of the problems met by conventional security
protocel solutions. It should be noted that, our approach is
different than the one.followed by the efforts of ISO 7498
271, where the standardization body strives to import secu-
rity to the OSI-RM itself, In our work, we use the concept
of layering as a framework to develop secure network pro-
tocol stacks, and these stacks are different from the ones
developed by inclusion of security protocols in OSI-RM.

The paper is organized as follows. Section 2 describes
the requirements of security networks, the approach fol-
lowed by conventional designers and several problems that
have appeared. Section 3 introduces a layered secure net-
work reference model, and Section 4 demonstrates how this
model can be integrated in the OSI network model. Fi-
nally, Section 5 depicts how the introduced security refer-
ence model leads to efficient and effective designs, which
circumvent easily the problems described in Section 2.

2. Security: Issues and Problems

Security is a widely used, but loosely defined term. Secu-
rity means different things to different people; for example,
a secure connection 1o a customer of an Internet seller may
mean that the communicating peers are authenticated and
the exchanged data encrypted, while for a banker it may

mean encrypted exchange of data between authenticated
peers over a highly available network connection. Indepen-
dently of the differing definitions though, any definition of a -
secure network or network service refers to the provision of
one or more of the following security attributes (classified
asin [13]):

¢ Confidentiality: information is available only to au-
thorized communicating peers;

o Integrity: transmitted information is manipulated
only by authorized peers;

e Authentication: communicating peers are able to
identify the sources of transmitted information;

e Non-repudiation: communicating peer cannot deny
(later) participation in a communication exchange;

o Access control: legal users have controlled access to
communication resources;

o Availability: communication resources are available
to legal users.

All attributes may be needed (i.e., have meaning) at every
layer, given the requirements of various services and ap-
plications, ranging from e-commerce applications that use
protocols at high layers to connection privacy and link avail-
ability at [ow layer protocols.

The typical approach adopted up to date to provide se-
curity solutions (subsets of the above attributes) at various
layers has been the simple one: provision of security pro-
tocols at the layer(s) of interest. Typical examples consti-
tute the well-known and widely used SSH for point-to~point
connections, and IPSec, a protocol suite used at the network

 layer to provide a secure network infrastructure. However,
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the simplicity of the approach result$ to several problems:
security, practicality, flexibility.

2.1 Security Problems

The security problems originate from successful attacks:
a secure system is considered secure against possible, weil-
defined attacks. Considering the correspondance of the se-
curity protocols to network layers, it should be clear that
adoption of security at a certain layer of the protocol stack
indicates that the network targets to be safe against attacks
of third parties at layers equal or below the adopted layer;
e.g., IPSec strives to provide security against attacks at lay-
ers L3 (the layer of IPSec), Ly and L,. It is infeasible to
protect against higher layer protocol attacks, since any ad-
versary who has access to packets of higher layer protocols
has full information (the packets are unprotected) and thus
can proceed to a wide range of attacks without any defense.
As a simple example, let us consider the use of encrytion



at layer L3; then, all data are used decrypted at all protocol
layers above L3, while they are encrypted {and thus, pro-
tected) at L3 and below.

Although adoption of a security protocol at & layer tar-
gets to protect against attacks from third parties operating at
lower layers, this effort has been shown to be ineffective, as
several well-known examples demonstrate. 1t has become
common practice to “break” security protocols through at-
tacks at lower layers (mnost commonly through some type
of traffic analysis). A list of the most well-known cases of
inefficiency folows:

1. SSH: SSH is ‘censidered a high-layer security proto-
col (above layer Lg) used for point-to-point connec-
tions. Successful attacks have been implemented at
L3, where data were successfully decrypted by cor-
relating user keystrokes and transmitted IP packets
(called timing attack) [12], or privacy compromised
through man-in-the-middle attack [9];

2. SSL: SSL is similar in use to SSH. Successful attacks
compromising privacy and authentication have been
realized through man-in-the-middie attack at layer
Ly {14] 9);

3. NI§ (Network Information Service): NIS is a high
layer service (layers Ly), which enables the centralized
maintenance of network-wide information, and allows
users to access it. NIS has been proven to be inse-
cure in terms of user access, i.e. illegal users can ac-
cess information pretending (successfully) to be legal
users. This unauthorized access is achieved through
traffic analysis and packet injection at layer L4 [6];

4. Anonymity: anonymizers are systems operating at
various network layers, allowing anonymous packet
transmission.
lower than the anonymizer’s layer have been reported:
anonymity has been broken at the HTTP layer through
traffic analysis at layers below HTTP [2], and web pri-
vacy has been broken through traffic analysis at lower
layer [4];

5. Side-channel attacks: side-channel attacks constitute
a class of attacks to physical systems, breaking crypto
systems at their implementation level [8].

2.2 Practicality and Flexibility

Several parameters make impractical the approach to
provide security protocols at each layer of interest. Consid-
ering the number of security attributes (6) mentioned above
as well as the need of atiributes at all protocol layers enables
us to make some simple calculations. Given that applica-
tions may need different attributes, it would be necessary to

Successful attacks launced at layers
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provide a single protocol for every attribute at every proto-
col layer. This leads to the need for 42 different protocols
to cover all possible cases.

In many applications, one needs to address two or more
different security attributes. Although one could use the
protocols that address each attribute separately, it has been
common knowledge that such a solution typically leads to
security problems, and this has led to the development of
a wide range of protocols that combine attributes. If one
wanted to build protocols that address two different secu-
rity attributes at one layer, then one would need to define 15
different protocols at every layer; the number of protocols
increases dramatically as more attributes may be combined.

Standardization of these (numerous) protocols leads to
significant problems of flexibility in system/network con-
figuration as well, while flexibility is one of the most highly
sought system properties, as systems need to evolve and
adapt to new requirements. The flexibility problems arisc
from the difficulty to replace protocols with new ones. For
example, an adopted encryption protocol may need to be re-
placed by a newer one (e.g., DES by AES); the difficulty is
due to:

1. implementation issues (fixed parameters which are not
easy to change, such as key length, etc.)

2. hardness to prove correctness, since the change of se-
curity properties leads to changes in the properties of
the system overall. '

3. Security Layers
Layers
LS4 , Secure application I
LSy L Security Protocol J

Primitives ‘

Communication

Figure 2. Secure Network Reference Model

The development of a secure network protocol stack can
be based con a layered architecture with a reference model
similar (in philisophy) to that of OSI-RM. Figure 2 depicts
such a secure netwerk reference model, called SN-RM, with
4 different layers. The functionality of the layers is defined
as follows:

1. layer LS, the communication layer, refers to the com-
munication network infrastructure (e.g., a LAN, an en-
terprise network, the Internet, an intranet, etc.);



2. layer LS,, the primitives layer, refers the algorithms
and mechanisms used for security (cryptographic)
primitives (e.g., encryption with RSA or DES, digital
signature methods, etc.);

3. layer L53, the security protocol layer, refers to secu-
rity protocols, such as SSH or IPSec, which are used
to provide a protocol solution with specific security at-

* - tributes; '

4. layer LSy, the secure application layer; refers to se-
cure applications, such as secure electronic transac-
tions, efc. ‘

The concept of the secure network reference model {SN-
RM) is similar to that of OSI-RM: the design of a secure
network requires designers to define and use a stack of pro-
tocols, based on the model. For example, a secure electronic
transaction solution is considered as a protocol at the secure
application layer, and is developed as a protocol that uses
secure protocols of the layer below (e.g., SSH, IPSec, or
similar for secure communication), which in turn use spe-
cific algorithms (e.g., RSA, DSS, or alternatives) over the
desired network infrastructure. Using the reference model,
designers have the flexibility to choose the protocols that
they consider appropriate at every layer.

The reference model of Figure 2 (SN-RM) may seem ad
hoc, since one could define layers differently. However, we
" adopt this model after analysis of several applications and

reguirements for network solutions, and we believe that it
is a widely applicable reference model, as we demonstrate
below with several examples.

Qur definition of the 4 layers originates from our effort
to define the minimum number of layers which mainly pro-
vides (similarly to the OSI-RM) modularity, flexibility, and
ease-of-use. The need for the communication layer and the
secure application layer is clear: the communication layer
refers to the necessary communication model for the pro-
vision of a service or application, while the secure applica-
tion layer isclates applications and services, which must be
oblivious to and independent of the specifics of the secu-
rity protocols and mechanisras (technology) used to realize
the application. The separation of these two layers leads

_to the necessity to insert intermediate layer(s) that include
the necessary security protocols and mechanisms. Instead

of inserting one layer between the application and the com-

munication layers, we introduce two layers: the algorithm
{(lower) layer and the secure protocol (upper) layer. Effec-
tively, these two layers implement the security layers of the
secure network model. The reason to provide the security
functionality through two rather than one layer is due to
that, quite often, the coupling of (cryptographic) algorithms
and mechanisms with secure network protoco! design leads
to difficulties: :
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Figure 3. Extended SN-RM

1. great difficulty to prove correctness of the solution;

2. often, the security of the protocol lies solely on the
security of the underlying algorithms and mechanisms;

3. the inclusion of specific cryptographic primitives in a
protocol “ties” the protocol to specific mechanisms,
leading to inflexibility to integrate new mechanisms,
or to evolve to stronger and more secure protocols.

Considering conventional network technology and the
widespread, popular applications and services, the SN-RM
reference model is adequate. However, the expected devel-
opment and deployment of multi-party applications leads,
in our view, to the need for an additional layer in the refer-
ence model: the multi-party secure protocol layer. Figure 3
depicts the SN-RM that includes this layer, in additien to
the classic 2-party protocols included in the secure proto-
col layér. Considering that a multi-party protocol can be
designed using only 2-party protocols, the reference model
of Figure 3 effectively provides flexibility to an application
to use either a 2-party or a multi-party protoco} in order to
achieve the attributes required.

This layer differentiates 2-party from multi-party proto-
cols, in contrast to the approach of the OSI-RM, where there
is no such differentiation. We consider this differentiation
necessary for two main reasons: (7j emerging applications
require multi-party communication to a large degree, e.g.
secure broadcast, electronic voting, etc., and (i) in general,
mufti-party protocols are designed using 2-party protocols
as their basis and assuming the existence of 2-party proto-
col in the infrastructure. In any case, the flexibility of the
reference model allows for a merging of the 2-party and
the multi-party protocol layers, if this is deemed necessary,
leading to the reference model of Figure 2.

4. Coupling Security and Network Reference
Models

Considering the layers of the secure network reference
model, it is necessary to define the integration (or interac-



tion) of its layers to the layers of the OSI-RM, in order to
enable designers to develop complete solutions,

The most straightforward interaction of the two refer-
ence models is the following: assume that one wants to pro-
vide a secure network service, which corresponds to QSI
layer L;; then, using the SN-RM, the secure network ser-
vice is considered as an application of layer LS4. The com-
munication infrastructure of the service, which corresponds
to the L;_, OSI layer, is considered as the protocol of layer
LS, in the SN-RM. This indicates that SN-RM layers LS
and L83 must be integrated either in OSI layer L; or L;_;.
Although both decisions may be valid, the final decision
lies with the designer, who must take into account several
parameters, especially the characteristics of the communi-
cation infrastructure, e.g. retransmissions, packet dropping,
fragmentation, etc., which may lead to significant problems
if pot considered carefully (the examples of Section 2 orig-
inate mainly from the lack fo such consideration, as indi-
cated below). The designer must specify clearly which se-
curity attributes are necessary at each layer [; and I;_1, be-
fore integrating the security layers in the OSI layers. These
attributes will guide the selection of the correct security pro-
tocol, either as a multi-party or 2-party protocol; further-
more, the selection of security protocols and the specifics
of the communication infrastructure technology will lead to
the appropriate selection of the correct cryptographic prim-
itives. The appropriate specification of an application’s se-
curity attributes drives the selection of security protecoi(s)
that must execute on a specific OSI-RM layer.

In a system that supports a large number of secure ser-
vices and applications, the above approach may lead to sys-
tem configurations, where the same functionality of a SN-
RM layer may be integrated in multiple OSI layers; e.g. en-
cryption (of SN-RM layer LS3) may be included in 2 or
more different OSI layers. Clearly, this leads to poor perfor-
mance, due to duplication of functionality at several layers.
A solution to this problem is to integrate the functionality
of each layer of SN-RM in only one OSI layer: the lowest
OS5I layer where this functionality is necessary, However,
in this case, there must exist a trust relationship between
the applications utilizing the security protocol, because the
applications correspond to different OSI layers, and an ap-
plication at a lower layer can have full access to the data
of all applications of higher layers. Consider, for example,
the case of a system that supports a secure intranet and a
secure HTTP application; if the system is designed to use
encryption only at one protocol layer, then this layer cannot
be higher than L3, due to the need for a secure intranet. In
that case, the secure HTTP application will encrypt/decrypt
its data at the same layer, and the secure intranet application
will have full access to the other application’s data.

A concentrated implementation, shared by several appli-
cations, is also advantageous because it is easier maintable,
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expandable and upgradeable. Consider, for example, the
case where a cryptographic algorithm must be replaced, as
in the case of the official replacement of DES [10] with
AES [11]). In this case, a significant amount of soft-
ware and hardware must be upgraded or replaced to re-
flect the change. Things become significantly worse in sys-
tems, where older protocols must be conserved for back-
ward compatibility.

5. The Effectiveness of SN-RM

Design of secure services and applications using the SN-
RM reference model offers several advantages. The modu-
larity and flexibility of the approach allow for easier identi-
fication and isolation of potential problerns as well as easier
inclusion of appropriate mechanisms and protocol design as
traditional approaches. We demonstrate this fact, by show-
ing how the layered design approach would lead to avoid-
ance or defense against several security pitfalls described in
Section 2. '

Timing attacks on SSH protocol [12] are based on the
fact that the application packets are transmitted as soon as
they are produced. Despite the use of a strong cryptographic
algorithm, this time differentiation provides sufficient infor-
mation to derive their plaintext and/or structural informa-
tion. Although SSH realizes a layered architecture, its secu-
rity protocol does not account for the specifics of the trans-
mission protocol, i.e. the characteristics of TCP/IP packets,
and their effect on the higher layer according to OSI-RM.
Using SN-RM, a designer would identify the problems orig-
inating from packet fragmentation and transmission charac-
teristics, and implement the protocol so that it transmits at a
constant rate or at fixed intervais,

Another problem of SSH was proven to be the incor-
rect coupling. of mechanisms, specifically one for encryp-
tion and one for authentication, i.e. the design of the se-
curity protocol of LSz in the SN-RM, which resulted in
a successful authenticate-and-encrypt attack [9] that com-
promised authentication and confidentiality. The attack is
independent of the specific cryptographic primitives in use,-
but rather focuses on protocol design, specifically message
exchange, in the presence of an active attacker. The iso-
lation of the protocol désign, if one follows the layered ap-
proach design of SN-RM,; from the cryptographic primitives
would allow immediate exposure of this well-known prob-
lem (e.g., see [3]) and result to a cotrect solution, .

SSL targets to provide private communcation among au-
thenticated peers. Unfortunately, it fails to provide both at--
tributes through successful man-in-the-middle attacks. The
failure in authentication is due to the fact that, SSL design
relies on the correctness of information delivered by the
communication infrastructure (specifically, IP). A layered
approach to design SSL would reveal this dependency im-



mediately and lead to a correct design, since the protocols
of the communication infrastructure LS are always con-
sidered insecure and the mechanisms of LSy and protocols
of LS3 must achieve the provision of the authentication at-
tribute. This would lead to the choice of appropriate mech-
anisms and protocol for successful authentication.

SSL is also vulnerable to an “authenticate-then-encrypt”
attack [9], similarly to SSH. Similarly, to the case of SSH a
layered design would reveal the problem easily.

In regard to the NIS security vulnerabilities, NIS fails
to protect legal users because its authentication mechanism
fails. The reason for this failure is similar to the one of SSL.
above: the authentication mechanism assumes that some of
the information provided by the communication infrastruc-
tare is correct (specifically IP addresses). Similarly to the
argument about SSL, a layered design of NIS, following the
SN-RM, would isolate the authentication protocol from the
mechanisms and the communication infrastructure through
the SN-RM layers, and would lead to immediate identifica-
tion of the problem, since the communication infrastructure
is always considered insecure, The main advantage of the
SN-RM approach is that, the authentication precess must
execute in the 2-party protocol layer, and thus, identifica-
tion information of this layer is used, instead of information
from the communication layer.

A reference model like SN-RM would be quite bene-
ficial to the development of standardized protocols, like
IPSec [1]. IPSec targets to provide a secure IP network,
1e. a secure service at OSI layer L;. Considering the re-
quirements of several higher layer applications and services,
IPSec is actually a suite of protocol built over a set of eryp-
tographic primitives, which can be combined with modu-
larity and flexibility to a large degree. However, it is well
understood that IPSec has become obscure and difficuit to
use and implement. We believe that this is due to the lack of
clearly defined and widely accepted reference model, such
as the SN-RM, which would allow clear isolation of layer
functionality and would enable easier justification of all de-
cisions made.

6. Conclusions

Develepment of secure networks using a reference
model analogous to the OSI protocol reference model is
quite beneficial. It promotes modularity, flexibility and
ease-of-use, in addition to standardization,

We introduced a layered architecture for secure net-
works, following the introduced SN-RM reference model,
which is analogous to the OSI network reference model.
We argue that the SN-RM with 4 protocol layers is suit-
able for the development of conventional secure networks.
As we démonstrate through examples, the adoption of the
model enables easy identification of design problems, e.g.
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incotrect coupling of cryptographic primitives and wrong
assumptions for the underlying communication infrastruc-
ture, and leads to easily verifiable secure network design.
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