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Abstract

Fault-injection attacks and cryptanalysis is a realistic
threat for systems implementing cryptographic algorithms.
We revisit the fault-injection attacks on the Fiat-Shamir au-
thentication scheme, a popular authentication scheme for
service providers like pay per view television, video distri-
bution and cellular phones.

We present a new and effective attack on cryptosystems
that implement the Fiat-Shamir identification scheme. The
attack is successful against all system configurations in con-
trast to the original Bellcore attack, which has been proven
incomplete (easy to defend against).

1. Introduction

System parameters measured during execution of crypto-
graphic algorithms can be exploited by an attacker in order
to discover the secret keys used [11] [6]. The field of im-
plementation or side-channel cryptanalysis has drawn sig-
nificant attention by the security community. In contrast
to classical (mathematical) cryptanalysis, implementation
cryptanalysis targets implementations of cryptographic al-
gorithms. Side-channels, not covered by the mathematical
model of the algorithms, transmit to the environment infor-
mation for the secret keys employed in a cryptographic op-
eration. Appropriate analysis of this information can be uti-
lized to extract the whole keys and thus render insecure the
specific cryptographic system.

Implementation cryptanalysis can be categorized in two
classes of attacks: passive and active. In passive attacks, the
side-channel is a measurable parameter of the implemen-
tation. Examples include algorithm execution time [11],
power consumption [12], and EM radiation [10], [1]. In all
cases, the attacker does not physically alter the system un-
der attack, but only collects information from it with exter-
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nal measurement equipment. In active (or fault-injection)
attacks, the attacker injects hardware faults, such as flip bits
in memory, which lead to undetectable erroneous output.
Appropriate use of erroneous output by the attacker can lead
to full disclosure of system secret keys. Fault injection in
cryptographic devices can be realized, for example, by op-
eration in extreme conditions, as described in [2],[9].

The applicability and practicality of implementa-
tion cryptanalysis and, especially, for the active attacks has
been questioned [13]. Research results demonstrated that
such attacks are indeed feasible [4]. Furthermore, the ap-
plicability of timing attacks (a case of passive attacks) was
expanded to Internet systems and, more specifically, to se-
cure web servers utilizing the OpenSSL cryptographic li-
brary [8]. Thus, implementation cryptanalysis is a real
threat, and appropriate countermeasures must be em-
ployed to protect cryptosystems.

Most popular cryptographic algorithms have been
shown vulnerable to fault-injection attacks: RSA us-
ing Chinese Remainder Theorem, RSA using Montogom-
mery arithmetic, the Schnorr identification scheme and the
Fiat-Shamir authentication scheme [6]; DES and other sym-
metric key cryptosystems [5]; and lately AES [9].

We revisit the active attack on the Fiat-Shamir authen-
tication scheme. In [14], we proved that the Bellcore at-
tack [6] is incomplete, since it is based on an assumption
that does not always hold. Thus, we proved that there ex-
ist Fiat-Shamir systems configuration which defend the at-
tack and resist such kind of cryptanalysis.

In this paper, we propose a new fault-injection attack,
which is provably valid against all Fiat-Shamir configura-
tions, under stronger assumptions. This new attack is not
only successful but efficient and realistic for typical envi-
ronments, such as smart cards.

The paper is organized as follows. Section 2 describes
briefly the Fiat-Shamir identification scheme, the Bellcore
attack and its fault insertion model, and the proposed de-
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fense named Precautious Fiat-Shamir scheme. Section 3
presents a novel and effective fault-injection attack against
Fiat-Shamir systems and proves its correctness.

2. Background
2.1. Fiat-Shamir identification scheme

The Fiat-Shamir identification scheme is a zero-
knowledge scheme, where one party authenticates its iden-
tity to another using an asymmetric, public key method.

The scheme works as follows, assuming that Alice au-
thenticates herself to Bob. Alice has as a public key the set
PK;= {u; |u; = s? (mod N)and1 <i </}, where
N (an n-bit modulus) is the product of two large prime
numbers, and a set of invertible elements sq,Ss,..., S
(mod N). Alice proves her identity to Bob using the fol-

lowing protocol:
1. Alice and Bob agree on a security parameter, t < /;

2. Alice chooses a random number r» € Z%,, calculates
r2 mod N and sends this number to Bob;

3. Bob chooses a random subset S C {1,...,t} and
sends S to Alice;

4. Alice computes y = 7 - [|
to Bob;

icg Si mod N and sends y

5. Bob verifies Alice’s identity by verifying that:

y?=r?. Hui (mod N)
i€S

The security of the scheme is based on the hypothesis that
computation of square roots is a hard problem over Z .

2.2. The Bellcore attack on Fiat-Shamir

The Bellcore attack [6] [7] is a theoretical active at-
tack that exploits erroneous computations and derives se-
cret keys for various cryptographic protocols. In the case of
Fiat-Shamir, it derives the secret elements, s1, ..., S.

Assuming that it is possible to introduce transient bit
flips during Alice’s computations, Bob implements an at-
tack introducing bit flips in r, during Step 3 of the protocol
described above, while Alice waits for Bob to send the sub-
set S. This leads Alice to compute in Step 4 with an incor-
rect value of r. This, in turn, enables Bob to calculate Al-
ice’s secret elements, as we describe below.

Importantly, in this case, the attacker solves the time
isolation problem [3], which constitutes a significant dif-
ficulty in the implementation of active attacks. Specifically,
the attacker (Bob) does not need exact synchronization with
the device that acts as Alice, because the attacker can de-
lay transmission of the subset S arbitrarily. So, the attacker

needs to solve only the space isolation problem [3], i.e., he
needs to locate the correct memory location that stores r, in
order to introduce the transient bit flip. For simplicity, we
assume in the following that a single bit flip occurs.

The Bellcore attack on Fiat-Shamir identification
scheme is summarized in the following theorem [6]:

Theorem 1 (Bellcore attack) Let us consider an instance
of the Fiat-Shamir scheme with N an n-bit modulus and
{ the predetermined security parameter. Given £ erroneous
executions of the protocol, an attacker can recover the se-
cret s1, ...,sq in the time required to perform O(nf + (?)
modular multiplications.

Proof 1 (summarized) A fault injection at position i of r,
i €{0,1,...,n — 1}, implements a bit-flip, which changes
the original value of r by adding the value F, where E =
+21 (the sign of the change depends on whether the bit-flip
caused a 0-to-1 or a 1-to-0 bit-flip).

When the bit-flip occurs, Alice calculates an incorrect
value of vy, denoted as ), during Step 4 of the protocol and
sends it to Bob:

@Z(T“FE)'HS@

€S
So, Bob can compute
2F -4
T(S) = H S = — i mod N
Y _ 7/-2 + E2

€S [Tics wi

Bob validates the correctness of his bit-flip guess by check-

ing that
73(8) = [ [ w
€S

Considering that Bob does not know the specific position i
where the bit-flip occurred, this step requires O(n+£) mod-
ular multiplications, because Bob must try all possible bit
error positions. Thus, for ¢ different sets S, the attack re-
quires O(nl + () modular multiplications.

Given a method to compute T'(S) for various sets S, an
attacker needs an algorithm to derive each s1, sa,..., Sg.
If Alice accepts singleton sets, the algorithm is trivial: Bob
chooses S = {k} and then, T(S) = si. Thus, Bob needs
only { iterations to collect all { possible s;’s.

If Alice does not accept singleton sets, Bob can use the
following algorithm: Bob can map each set S to its charac-
teristic binary vector U € {0,1}, i.e. U; = 1ifi € S; if
Bob can construct an £ x { full rank matrix over Zs, then
Bob can derive each s;. For example, to determine s1, Bob

constructs elements a1, as, ..., ag € {0,1}, so that
aUy + ...+ aUr = (1,0,0,...,0) (mod 2)

This is efficient, because vectors Uy, ..., Uy are linearly
independent over Zs. When computations are made over
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the integers, we have:
CL1U1 +...+ ang = (2b1 + 1, 2b2, 2b3, ey 2bz)

for some known by, . .., by. Then, Bob calculates sy as:

T“l .. .T‘”
1 l
S1 = ﬁ (mod N)
ul .. .ue

The calculation of s1 requires O({) modular multiplica-
tions; so, the calculation of all s;, i € {1, ..., £} requires
O(¢?) modular multiplications.

Overall, the cost of the algorithm is O(nf + (*) modular
multiplications.

2.3. The precautious Fiat-Shamir scheme

In [14], we formally proved that the Bellcore attack is not
successful, in general, on systems that implement the Fiat-
Shamir scheme, because it is based on an assumption which
is not always true. Specifically, the construction of an ¢ x ¢
matrix with rank ¢ over Zy is not always possible. Thus, if
a device operating as Alice in the scheme can accept chal-
lenges from an attacker with specific requirements (so that
the ¢ x ¢ matrix with rank £ is infeasible), the Bellcore at-
tack is not successful, because it cannot derive any secret
key from the erroneous output. Based on this fact, we intro-
duced the Precautious Fiat-Shamir protocol, which proac-
tively defends Bellcore attack.

The protocol changes just the third step (Step 3) of the
protocol used in the Fiat-Shamir scheme, as follows:

Definition 1 A Fiat-Shamir Identification Scheme aug-
mented with a set G of even numbers is called precau-
tious, if Alice accepts on the third step only S, such that
|S] € G.

It should be noted that the proposed limitation of accept-
able challenges does not decrease the security offered by
the scheme.

3. A new attack on the Fiat-Shamir scheme

We present a novel fault-injection attack model which is
successful against both the classical and Precautious Fiat-
Shamir schemes. This model allows, in all cases, Bob to
derive Alice’s secret elements in polynomial time. Extract-
ing each and every secret key of the device acting as Alice
in the scheme, enables undetectable impersonation.

3.1. Fault injection model

We assume that the attacker is able to inject a transient
fault in any of the registers holding the secret information
81, ..., 8¢ during the computations of Step 4 of the proto-
col. Our method can identify the s; that was altered.
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The error must be injected in the register holding an s;
before it is used to compute of the reply [, g si. For a
successful attack, Bob (the attacker) needs to solve both
time and space isolation problems in this case, because he
cannot control this step of the protocol in time.

In this context, our assumption of the fault model is
stronger than that of Bellcore’s attack, because we need ex-
act synchronization with the device that acts as Alice, while,
in contrast, the Bellcore attack needs to solve only the space
isolation problem.

For simplicity, we present the analysis for the case of a
single bit flip. Similarly to the Bellcore attack, our model is
effective for multiple bit flips, with increased complexity.

3.2. Fault-injection attack model

Using the predefined fault model, the new attack is de-
scribed in Theorem 2.

Theorem 2 Let us consider an instance of the Fiat-Shamir
scheme with N an n-bit modulus and { the predetermined
security parameter. Given { erroneous executions of the pro-
tocol, an attacker can recover the secret s1, ..., Sy in the
time required to perform O(ntf?) modular multiplications.

Proof 2 Assume that a fault injection occurs in Step 4, dur-
ing a protocol invocation, causing a bit-flip. During Step
5 of the protocol, Bob can detect that an error indeed oc-
curred. Without loss of generality, we assume that the er-
ror occurred in s;. Then, the attacker can derive s; as fol-
lows.

Since a single bit flip occurred, s; was changed in Step 4
to 5j & 2i,f0r some 0 < i < n — 1. Thus, after such a pro-
tocol invocation, Bob has collected the following numbers
(during the relative protocol steps):

Step 1:
2 (mod N)

Step 4:
g =r1(s; £2%) H s, (mod N)
keS—s;

If Bob knows that the error indeed occurred in s;, the fol-
lowing simple operations enable Bob to calculate s;:

¢, = < (mod N)= (1)
T2
= (5,229 J] st (modN) (2
kES—sk
Ch
C = ——— (mod N)= 3)
[Tics ui ( )
. 21 i+1. .
- WRZTEITS G od N) )
Uj
w;(C —1) — 2%
s; = % (mod N) @)
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This calculation requires three multiplications in steps 2
and 4. Step 5 requires O(n) trials (modular multiplications)
to identify the correct sj, by determining the correct er-
ror location 1. Thus, the complexity to calculate sj is O(n).
Considering that Bob does not know a priori which s; in-
cludes the error, he must repeat this procedure for all |S)|
possible s;’s to identify the correct one. Thus, the total com-
plexity to derive one s; is O(nf).

Given ¢ erroneous protocol invocations, so that errors
occur in every s;, i € {1,...,0}, Bob is able to derive
all secret elements of Alice in the time required to perform
O(nf?) modular exponentiations.

3.3. Practical considerations

For a successful impersonation, the attacker needs to ex-
tract all secret information from the device under attack. Us-
ing this information, the attacker can create a clone device
of a legitimate one. The clone device is indistinguishable
from the legitimate one, because it operates identically.

Once the attacker has a method to introduce transient bit
flips during the execution of the cryptographic protocol, he
can collect the erroneous output online (by interacting with
the device) and then work offline (without interacting with
the device) to extract the secret information. This approach
minimizes the interaction time of the attacker with the de-
vice under attack; once he has collected all required erro-
neous output, the legitimate device is not required further.

The time required to extract the secret information is
polynomial to both n and ¢. Current implementations of
the Fiat-Shamir scheme, especially in resource-limited de-
vices, use small values for the parameter ¢ (e.g., { = 7 or
¢ =9)and n = 512 or n = 1024. For such values, the time
required to extract the secret information is practically in-
significant, given the enormous computing power available
even in typical personal computers.

4. Conclusions

Fault-injection attacks constitute a realistic threat for
systems that implement cryptographic protocols. We pre-
sented a fault-injection attack that can be used to extract
the secret information from systems that implement either
the classical Fiat-Shamir scheme or the Precautious Fiat-
Shamir Scheme. The latter has been introduced as a coun-
termeasure for the Bellcore attack. In this paper, we have
described a fault model that has stronger assumptions than
the one of the Bellcore attack and slightly higher complex-
ity. However, it is successful against both schemes.
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